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Note from the E.B 
Distinguished delegates,  

It is an absolute honour to be a part of this committee, with a significant purpose which 
is to defend the most vulnerable. ,. The beauty of this committee evolves in looking 
beyond the boundaries of age and cultures to solve such issues that should not exist in 
the future. We are truly delighted and excited to be a part of this journey with you as 
well as to hear your proposals and decision approaching and to meet you all MUN lovers 
that will join our committee. This experience will certainly make a positive impact on 
your life forever.  
 

KRUSH SANGHVI- CHAIR 

My name is Krush Sanghvi and I’m going to be your chair for this year’s DYPMUN. I have 
been actively participating in several MUNs in the past years and it has truly brought 
out my love for MUN. I am extremely nice and friendly but when it comes to work I am 
focused and I always give my best. In addition I will focus on the small details and try to 
be alert and involved at all times. I hope to see you all at this MUN and I promise to 
make this your best MUN yet. 

Vanshvardhan Rana - CO-CHAIR 

My name is Vanshvardhan Rana and I am honoured and thrilled to be your co-chair for 
this year’s DYPMUN. Debate has always been a large love of mine because it gives be the 
opportunity to voice my opinion in several ways. I am extremely passionate about tech 
and AI. Again, I am thrilled to be a part of this journey with all of you talented delegates 
and you most certainly won’t be disappointed. 

Sincerely, 

 Krush Sanghvi and Vanshvardhan Rana- Chairs of AIC| DYPMUN 2020 
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What is artificial intelligence? 
 Technology has been advancing at a rapid speed in the last decades. One of the most rapidly 
growing fields with potentially the greatest impact on the labour market is artificial intelligence 
(AI), a branch of computer science that works on the implementation of intelligent behaviour 
within machines, such as learning and problem solving. Machines are programmed to perform 
such cognitive functions by imitating human logic processes. Because there is no solid definition 
of intelligence so far, what has been perceived as artificial intelligence has changed over the 
years. As machines become more capable of achieving more complex goals, intelligence is no 
longer being defined as the ability to perform a concrete task. As said in Larry Tesler’s theorem: 
“AI is whatever hasn‘t been done yet.” Artificially intelligent technology is capable of learning 
from data by trying out new strategies and evaluating how to maximise their chance of 
achieving their programmed goals. They can recognise patterns, store the information and 
attempt a successful action the next time they encounter a similar problem. One definition for 
artificial intelligence states that AI is “the ability of a digital computer or computer-controlled 
robot to perform tasks commonly associated with intelligent beings” and is divided into two 
categories, called weak Artificial Intelligence and strong Artificial Intelligence. Weak (or 
narrow) AI is only designed to perform one single task, for example facial recognition, software 
or internet searches. Weak AI machines are configured only to specialise in their respective 
tasks. Strong (or general) AI is technology that would be able to perform at an intellectual level 
indistinguishable from humans. 
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Historical Background 
 The earliest research into developing intelligent machines came in the 1930s and 1940s. The 
English mathematician Alan Turing (1912 -1954) is being considered the father of theoretical 
computer science and artificial intelligence. In 1950 Alan Turing published a paper entitled 
“Computing Machinery and Intelligence”, posing the question „Can machines think“, touching on 
the field that would later be called AI. Turing developed what is known as the “Turing Test” or 
also “Imitation Game”, through which he tested a machine‘s ability to imitate human behaviour.[ 
The game requires an interrogator, a human and a machine. The goal was for the interrogator to 
identify which of the participants is human and which is a machine. If a machine was capable to 
imitate human behaviour well enough to make it indistinguishable from the actual human for 
the interrogator, it would be sufficient evidence for Turning that machines are in fact capable of 
thinking. After World War II, a number of people independently started to work on intelligent 
machines.The term “Artificial Intelligence” to describe the academic discipline of intelligent 
machines was first used at the Dartmouth Summer Research Project on Artificial Intelligence 
(DSRPAI) hosted by John McCarthy and Marvin Minsky in 1956. Until 1974, Artificial 
Intelligence technology experienced its golden age with heavy investments from private and 
government bodies, leading to breakthroughs in data storage and robotics. In 1972, scientists at 
Waseba-University in Japan completed the WABOT-1, the world‘s first fullscale intelligent 
humanoid robot. Its limb control system allowed it to walk with the lower limbs and to grab and 
carry objects with its hands using tactile sensors. Through its external receptors it could 
measure distances and directions to objects. It also carried a language system that allowed it to 
communicate with a person in Japanese. At first, optimism in AI and robotic research was high. 
In 1970, Marvin Minsky stated that „In from three to eight years we will have a machine with 
the general intelligence of an average human being.“ When these goals were not achieved, 
frustration grew and investment dropped. In 1974 Artificial Intelligence went through what is 
now called the first of two „AI winters“. In the early 1980s, interest in funding Artificial Intel21 . 
So-called “Expert systems” became a huge commercial success. “Expert systems” are a form of 
AI program that simulates the knowledge and analytical skills of human experts by imitating 
human decision-making process through “if-then” rules. By 1985, “the market for AI [had 
reached] over a billion dollars.” But maintenance of the expert systems was expensive. The 
computers would give bizzare answers when confronted with unusual input. With desktop 
computers from Apple and IBM becoming faster and more powerful than the specialised AI 
hardware, funds originally dedicated to AI research were relocated to projects that were 
projected to give faster results, resulting in another collapse of the AI hardware market, also 
referred to as the second AI Winter, and the end of the first commercial success of AI.  An AI 
Milestone was reached in 1997, when IBM´s Deep Blue became the first computer chessplaying 
system to beat the reigning world chess champion Garri Kasparow, and due to media attention, 
the public interest in AI technology grew again. In the past 15 years companies such as Google. 

 
AGENDA: DISCUSSING PRIVACY AND SECURITY CONCERNS DUE TO ARTIFICIAL 
INTELLIGENCE  
  

Current situation 
Advancements in technology have drastically altered a persons way of life and will continue to 
do so until the end of time. In today’s day and age data is the new oil. It is the most valuable 
asset but at the same time can be exploited to great extents. Data is an integral part of the world. 
This raises concerns about the privacy and security of an individual  
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Cyber Warfare  
In a world dominated by technological growth and advancement, attack on information systems 
has become a legitimate cause of concern for security. With the increasing importance of 
cyberspace, a number of risks have become concurrent which not only jeopardizes the benefits 
that cyberspace can offer but also pose a threat to the national security of a country. Cyber 
warfare may include attempts to access, damage, undermine and sabotage another nation or 
organization’s information through metadata acquisition, computer viruses, and denial of 
service attacks. Espionage is seen as a major threat that must be redeemed. These treats 
are multi polar in nature and can be motivated from several directions and they may 
include nation states, nonstate actors, proxies, intelligence agencies. It must be noted 
that these attack may also be politically, socially or religiously motivated. The internet is 
also becoming a tool for military activities and cyber security has become more central 
to national and international security. More advanced methods of cryptography are 
being explored and enacted. Protection of data has become more important for 
international security than ever before. According to European cyber security expert 
Sandro Gaycken, offensive operations when seen from a long-term perspective, can 
potentially cripple economies, change political views, instigate conflicts among or 
within states and also equalize technological capacities of nations. With the betterment 
in telecommunications and information processing, hackers are also benefitting which 
makes it imperative to manage cyber-attack, and marshalling of an appropriate 
response to it. Cybercriminals route their communications through a variety of 
jurisdictions to avoid the detection of their crimes and identities. Cyber 
counterintelligence is important in keeping sensitive information safe and preventing 
subversion and sabotage. Another rising trend is the perpetuation of cyber- attacks by 
nationalist groups, such as when Israeli 10 hackers organised together to launch an 
attack against Palestine in October 2000 during a period of conflict. DOS attacks were 
launched on computers owned by Palestinian resistance organizations (Hamas) and 
Lebanese resistance organizations (Hezbullah). Anti-Israel hackers responded by 
crashing several Israeli web sites by flooding them with bogus traffic. In March 2013, 
South Korea’s cyberspace came under a wave of cyber-attacks. Information systems of 
major broadcasting corporations and banks were hacked. According to an estimate, it 
cost South Korea £500m. The European Defence Agency (EDA) is progressing towards a 
more consistent level of cyber defence capability across the European Union. 
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Government Surveillance 
 Recent scandals in the United States and the United Kingdom, in which vast amounts of 
data is collected on millions of citizens, demonstrate the need for governments to be 
open and transparent about the data that they are collecting and for what purpose. In a 
list compiled by Reporters without Borders, it is noted that the governments of 
numerous countries have implemented censorship and surveillance online. From 
Vietnam and China to Russia, the United Kingdom and the United States, mass 
surveillance units have been used to find out vast arrays of information on citizens, 
with, or without the help of private companies such as Google, Apple and Microsoft. 
Tech corporations might very well be forced by governments to share information if 
legislation is passed against encryption. A good example of this is the case between the 
FBI and Apple in which Apple refused to unlock a phone which had been left by the San 
Bernadino shooter. This situation is likely to continue for a long time, as communication 
technologies continue to develop on a drastic scale. Governments will also be allowed to 
survey the actions of their citizens with increasing frequency and accuracy. This has 
made the need for legislation which limits or provides remedies to victims of internet 
espionage.  
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Weaponization of Artificial Intelligence 
As AI, machine learning and deep learning evolves further and moves from concept to 
commercialization, the rapid acceleration in computing power, memory, big data, and high-
speed communication is not only creating innovation, investment and application frenzy but is 
also intensifying the quest for AI chips. This ongoing rapid progress and development signify 
that artificial intelligence is on its way to revolutionizing warfare and that nations are 
undoubtedly going to continue to develop the automated weapons system that AI will make 
possible. 

When nations individually and collectively accelerate their efforts to gain a competitive 
advantage in science and technology, the further weaponization of AI is inevitable. Accordingly, 
there is a need to visualize what would an algorithmic war of tomorrow looks like, because 
building autonomous weapons systems is one thing but using them in algorithmic warfare with 
other nations and against other humans is another. 

As reports are already emerging of complex algorithmic systems supporting more and more 
aspects of war-fighting across CGS, the truth is that the commoditization of AI is a reality now. 
As seen in cyberspace, automated warfare (cyberwarfare) has already begun -- where anyone 
and everyone is a target. So, what is next, geo-warfare and space-warfare? And, who and what 
will be the target? 

The rapid development of AI weaponization is evident across the board: navigating and utilizing 
unmanned naval, aerial, and terrain vehicles, producing collateral-damage 
estimations, deploying “fire-and-forget” missile systems and using stationary systems to 
automate everything from personnel systems and equipment maintenance to the deployment 
of surveillance drones , robots and more are all examples. So, when algorithms are supporting 
more and more aspects of war, it brings us to an important question: what uses of AI in today 
and tomorrow's war should be allowed, restricted and outright banned? 

While Autonomous Weapons Systems are believed to provide opportunities for reducing the 
operating costs of the weapons system -- specifically through a more efficient use of manpower -
- and will likely enable weapons systems to achieve greater speed, accuracy, persistence, 
precision, reach and coordination on the CGS battlefield, the need to understand and evaluate 
the technological, legal, economic, societal and security issues still remain. Many countries 
around the world, including the United States, China, and Russia, are actively researching 
artificial intelligence for military purposes. This artificial intelligence can take many forms - it 
can be found currently in technology such as drones, which may need no human input 
whatsoever to perform their missions. By removing the human element from these robots, they 
have the potential to cause significant harm if they are programmed incorrectly. While drones 
are a highly visible aspect of artificial intelligence development in countries around the world, 
they are only one of many parts of the issue. As AI continues to advance in capability, and 
approach that of a human, many experts and world leaders believe that whichever country first 
develops an AI which reaches human-level intelligence (an artificial general intelligence, or AGI 
for short) will gain a position of significant power over all other countries. 

https://www.technologyreview.com/the-download/610842/the-us-military-desperately-wants-to-weaponize-ai/
http://www.nationaldefensemagazine.org/articles/2018/10/15/army-researchers-chart-ai-course
https://www.csoonline.com/article/3246196/cyberwarfare/2018-the-year-of-the-ai-powered-cyberattack.html
https://www.naval-technology.com/features/featureautonomous-intelligent-the-era-of-unmanned-naval-warfare-4175458/
https://www.naval-technology.com/features/featureautonomous-intelligent-the-era-of-unmanned-naval-warfare-4175458/
http://www.thedrive.com/the-war-zone/4678/is-the-european-meteor-air-to-air-missile-really-the-best-in-the-world
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Definitions 
Security:  the activities involved in protecting a country, building or person against 
attack, danger, etc. 
 
Privacy: the state of being alone and not watched or interrupted by other people 
 
Algorithms: a set of rules that must be followed when solving a particular problem 
 
Warfare: the activity of fighting a war, especially using particular weapons or methods 
 

 
What a draft resolution must answer 

• What preventative measures should be taken to stop any single country from gaining control 
over a future powerful AI? 

• Should AI be banned in combat? 
• Is it ethical to use AI in combat? 
• How can artificial intelligence be taken advantage of to further the mission of the UN? 
• How do we avoid the possible threats of AI in the future? 
• What laws and policies should be/could be introduced to minimize the invasion of privacy with 

the use of AI. 
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Reference links 
 
Privacy related links: 

https://www.theguardian.com/technology/2019/jul/11/google-home-assistant-listen-
recordings-users-privacy 

https://economictimes.indiatimes.com/small-biz/startups/newsbuzz/facial-recognition-
startup-clearview-ai-mounts-defense-in-privacy-suits/articleshow/77497119.cms 

https://in.reuters.com/article/clearview-ai-investigation/facial-recognition-firm-clearview-ai-
probed-by-uk-australia-for-privacy-issues-idINKBN24A0ZB 

https://mytechdecisions.com/compliance/is-artificial-intelligence-data-collection-an-invasion-
of-privacy/ 

https://medium.com/@its_yuvrajsingh/you-are-being-watched-how-technology-invades-
privacy-ai-80b54134632f 

security related links: 

https://unidir.org/publication/weaponization-increasingly-autonomous-technologies-
artificial-intelligence 

https://futureoflife.org/2019/05/09/state-of-ai/ 

https://in.reuters.com/article/alphabet-ai/google-bars-uses-of-its-artificial-intelligence-tech-
in-weapons-idINKCN1J32MY 

https://www.forbes.com/sites/cognitiveworld/2019/01/14/the-weaponization-of-artificial-
intelligence/#79d2c05d3686 

https://www.jpost.com/middle-east/hezbollah-hones-expertise-in-training-cyber-warfare-
agents-638800 

https://www.brookings.edu/research/ai-weapons-in-chinas-military-innovation/ 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://www.theguardian.com/technology/2019/jul/11/google-home-assistant-listen-recordings-users-privacy
https://www.theguardian.com/technology/2019/jul/11/google-home-assistant-listen-recordings-users-privacy
https://economictimes.indiatimes.com/small-biz/startups/newsbuzz/facial-recognition-startup-clearview-ai-mounts-defense-in-privacy-suits/articleshow/77497119.cms
https://economictimes.indiatimes.com/small-biz/startups/newsbuzz/facial-recognition-startup-clearview-ai-mounts-defense-in-privacy-suits/articleshow/77497119.cms
https://in.reuters.com/article/clearview-ai-investigation/facial-recognition-firm-clearview-ai-probed-by-uk-australia-for-privacy-issues-idINKBN24A0ZB
https://in.reuters.com/article/clearview-ai-investigation/facial-recognition-firm-clearview-ai-probed-by-uk-australia-for-privacy-issues-idINKBN24A0ZB
https://mytechdecisions.com/compliance/is-artificial-intelligence-data-collection-an-invasion-of-privacy/
https://mytechdecisions.com/compliance/is-artificial-intelligence-data-collection-an-invasion-of-privacy/
https://medium.com/@its_yuvrajsingh/you-are-being-watched-how-technology-invades-privacy-ai-80b54134632f
https://medium.com/@its_yuvrajsingh/you-are-being-watched-how-technology-invades-privacy-ai-80b54134632f
https://unidir.org/publication/weaponization-increasingly-autonomous-technologies-artificial-intelligence
https://unidir.org/publication/weaponization-increasingly-autonomous-technologies-artificial-intelligence
https://futureoflife.org/2019/05/09/state-of-ai/
https://in.reuters.com/article/alphabet-ai/google-bars-uses-of-its-artificial-intelligence-tech-in-weapons-idINKCN1J32MY
https://in.reuters.com/article/alphabet-ai/google-bars-uses-of-its-artificial-intelligence-tech-in-weapons-idINKCN1J32MY
https://www.forbes.com/sites/cognitiveworld/2019/01/14/the-weaponization-of-artificial-intelligence/#79d2c05d3686
https://www.forbes.com/sites/cognitiveworld/2019/01/14/the-weaponization-of-artificial-intelligence/#79d2c05d3686
https://www.jpost.com/middle-east/hezbollah-hones-expertise-in-training-cyber-warfare-agents-638800
https://www.jpost.com/middle-east/hezbollah-hones-expertise-in-training-cyber-warfare-agents-638800
https://www.brookings.edu/research/ai-weapons-in-chinas-military-innovation/
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